MYHHULIUIAJIBHOE BIOJUKETHOE OBPA30OBATEJIbHOE YUPEXIEHUE
JOTMOJIHHUTEJIBHOI O OB A30BAHMS
«[TOYMHKOBCKHWI JETCKO-IOHOUIECKUIT LIEHTP»

[TPUKA3

30.05.2024 Ne 106

OO0 yTBepikAeHHH HOPMATHBHOIC I0KAJILHOI0 AKTA
«YacTHas MOe/Ib YIPO3 1 HAPYLIMTENs H€3011: CHOCTH NePCOHATBHBIX JAHHBIX,
00padaTbIBaeMbIX B HHPOPMALUHMOHHBIX CHCTC MAX HEPCOHATBHBIX JAHHBIX»

B coorsercTBUM ¢ yacThio 1 crateu 18.1 ®eacpanbroro 3akona ot 27 s 2006 T
Ne 152-P3 «O nepcoHanbHbIX TaHHBIX», cTaTheit 87 |'pya0Boro kogekca Poccuiickoi
Depepanuu
IIPUKA3BIBAIO:

1. YTBEpAMTL M BBECTH B AEHCTBHE JIOKAIBHIIH akrT «YacTHas Mometh yrpos u
HapymuTenass  0e30MacHOCTH MEPCOHAILHBIX  JIaHHbBIX. oOpabareiBaeMbIX B
MHPOPMAaLIHOHHBIX cucreMax MEePCOHANIBHbI JAHHBIX MYHHIUNIAJIBHOTO
00pa30BaTENbHOrO  YUPEKAEHUS  JOMOTHHTENBHO! O obpasopanus  «[lounHKOBCKUH
AETCKO-FOHOIIECKHH LEHTP» (npuiokenue Nol )

2. E. B. lllanyHoBO#H, MHCTPYKTOPY-METOAUCTY ONYyOIMKOBATh AAHHBIH NpuKa3 Ha
opuuHansHOM caiite B Teuenune 10 paGounx neil.
3. KoHTpoJib 32 McnoHeHreM HACTOSILIErO NPHT 132 OCTABIAIO 33 COBOIL.

Jupextop W T. H. I'y6anosa

"
C npukazom o3HakoMm/IeHa: w\mm E. B. [Hanynosa
A\




YTBEPX/IEHO
[Tpuxazom MBOY 10
«ITounnkoBckuit JIFOL»
ot 30.05.2024 Ne 106

YacTtHast MoJeJIb YIPO3 U HAPYIIUTEsI 0€30I1aCHOCTH NMEPCOHAJIBHBIX JAHHBIX,
o0padaThiBaeMbIX B MHGOPMANIMOHHBIX CHCTEMAX NMEPCOHAIbHBIX JAHHBIX

1. IlepeuyeHb 0003HAYEHMI U COKpaIIeHHIT
1.1. APM - aBToMaTH3upOBaHHOE pabouee MECTO;
1.2. WP - uadopMannoOHHBINA pecypc;
1.3. UCII[H - uHpopMaLnoOHHAs CUCTEMA IEPCOHANIBHBIX IaHHBIX;
1.4. K3 - koHTponupyemas 30Ha;
1.5. TIJlu - mepcoHaNbHBIC TaHHBIE;
1.6. TIO - mporpaMmHOE 0OECTICYCHHE;
1.7. IITC - nporpaMMHO-TEXHUYECKUE CPENICTBA;
1.8. TIDMUH - no6oyHbIE 27TEKTPOMArHUTHBIC U3TYUCHHS U HABOJKH;
1.9. C3MU - cpeactBa 3amuTsl HHPOPMAIIHH;
1.10. CK3MH - cpeactBa kpuntorpadpuvaeckoi 3auThl HHYOpMany;
1.11. ®OCb - ®enepanpHas cinyx0a 6€30MaCHOCTH;
1.12. ®CO - denepanpHast cy)0a OXpaHbl;
1.13. ®CTIK - denepanpHas ciryx0a 10 TEXHUYECKOMY U SKCIIEPTHOMY KOHTPOJTIO.

2. O6uue moJ0KeHUs

Hacrosimast monens yrpo3 0e30macHOCTH NMEpCOHATIBHBIX JaHHBIX (nanee - Mopens)
COJICPKUT CUCTEMAaTU3UPOBAHHBIN MepeUeHb YyIpo3 0€301MacHOCTH MEPCOHATBHBIX TaHHBIX MTPH
ux obpabotke B MCII/IH MyHUIIMTIATBHOTO OIOKKETHOTO 00pa30BaTENbHOTO YUPEKACHUS
JIOTIOJTHUTENbHOTO 00pa3oBanusi «IIOYMHKOBCKHMI JETCKO-IOHOMIECKUM IIeHTp» (manee -
Opranuzanusi). YKazaHHbIE Yrpo3bl MOTYT HCXOJUTh OT HCTOYHUKOB, HMEIOLIUX
AHTPOIIOI€HHBIN, TEXHOIC€HHBIM M CTUXUWHBIA XapakTep U BO3JACHCTBYIOIIMX HA YSI3BUMOCTH
NCTI/H, xapakrepnsle ans gannoi UCIIH, peanusys TeM cambIM yrpo3bl HHGOPMalMOHHOM
0€30I1aCHOCTH.

B Mogenn paercs o60o6mennoe onucanue WCIIJIH, cocrtaB, kareropuum U
npeanongaraeMbiii 00bem odbpabdareiBaembix [1/1H ¢ mocnenyromeit knaccuduxammeir UCI1H.

Mopenb onuchIBaeT MOTEHIMAILHOTO HapymmwmTens oe3onacHocty [1/1H 1 moaxos! mo
OTIPENICTICHUIO aKTYaJIbHOCTH YIpO3 C Y4€TOM BO3MOXHOCTEH HAPYIIUTENs U OCOOCHHOCTEH
koHkpeTHOU UCIT/IH.

Hacrosimas Mopens paspaboTana B COOTBETCTBHH ¢ TpeOoBaHusMU DenepanbHOTo
3aKOHOJATENIbCTBA U (De/lepalIbHbIX OPTaHOB MO 3aIUTE NePCOHANbHBIX TaHHBIX.

3. XapakrepucTnka 00beKTa HH(POPMaTH3ALUT

B Opranuzanuu cymectByoT cieayromue tiunsl MCI/x:

1. UCII[In BemeHus OyXrajarepCcKoOro ydera, YIOpPaBIEHHsS IIEPCOHAIOM, pacdeTa
3apaboTHOM miaTel OpraHu3anu.

2. UCIT[In mnepemaun wuHbopMmauud, B TOM uuciae IIJ[H, B UEIAX HCIOIHEHHS



denepanbHbIX 3aKOHOB.

B kadectBe 00bekTa HHPOPMATU3ANH TPEATPUSATHS BHICTYIIAIOT:

1. ABTOHOMHBIC aBTOMaTH3UpPOBaHHbIE paboune mecta (APM).

2. JIoKaJabHbIE BBIYHCIUTEIBHBIE CETH.

B 3aBucuMOCTH OT XapakTepUCTUK M OCOOCHHOCTEH OTAENbHBIX OOBEKTOB YaCTh
BBIYHUCITUTENBHBIX CPEJCTB JaHHBIX NPEINPHUATHI TOJKIIOYEHA K CETSIM CBSI3M OOIEro
MOJIb30BaHUS U (MJIM) CETSAM MEXKAYHAPOIHOTO MHPOPMAIMOHHOTO OOMEHa.

BBoa mepcoHaNbHBIX JAHHBIX OCYIIECTBISETCS KaKk C OYMa)KHBIX HOCHUTENEeH
(HampuMmep, TOKYMEHTOB, YAOCTOBEPSIIONINX JTUYHOCTh cyObekTa [1/[H), Tak 1 ¢ 37eKTPOHHBIX
HOcHUTeNeH HHPOPMAIIUU.

NCTIIn npeanonaraloT Kak pacrnpenencHHyo (Ha APM), Tak U IeHTpaIn30BaHHYIO
(Ha BeIIENICHHBIX (PalIOBBIX cepBepax ceTu) o0padboTky u xpanenue [1/]H.

[lepconanbubie manHble cyobekToB IIJIH mMoryt BeiBoauThes w3 UCIIIH ¢ uenbro
repeadr MePCOHABHBIX TAHHBIX COTPYAHUKOB OpraHu3annu, Kak B AJIEKTPOHHOM, TaK U B
OyYMa>KHOM BHJIE.

Koutpomupyemoit 3on0# (K3) UCII[IH sBAAIOTCS 31aHUS U OTAEIbHbBIC TOMeleHus. B
npenegax KOHTPOJIMPYEMOM 30HBI HaxonsATcs pabouMe MecTa IOJb30BaTeled U MecTa
XPaHEHUs] ApXUBHBIX KOIMHI JAHHBIX, CEPBEPHI CUCTEMBI, CETEBOE U TEIEKOMMYHHUKAIIMOHHOE
ob6opynosanne CIIJIH. BHe koHTpoIMpyeMoi 30HBI HAXOAATCS JIMHUM Mepeaadn TaHHbIX U
TEJIEKOMMYHUKAIIMOHHOE 000pYy/I0BaHUE, UCTIONIb3yeMoe /il MH(OPMAIIHOHHOTO OOMEeHa o
CeTSIM CBSA3M OOIIETO TOJIb30BaHMS M (WJIM) CETIM MEXAYHAPOJHOTO HHGOPMAIMOHHOTO
oOMeHa.

4. CocraB, KaTeropuu 1 00beM NepCOHAIbHBIX JTAHHBIX, Ollpe/ieIeHe YPOBHA
3aIIMIIEHHOCTH NMEPCOHAIBHBIX JAHHBIX

Ha ocnoBe xapakrtepuctuk U ocoOeHHocTel wucnoib3yembix HWCIIAH u
00pabaThIBa€MBIX B HUX NEPCOHAIBHBIX JAHHBIX, MOXHO KOHCTaTUPOBATh, UTO MEPCOHAIIbHBIE
nanHbie cyobekToB I1/[H, oOpabareiBatoTcst B Opranuzanuu WHPOPMAIMOHHOW CHCTEMOMH,
oOpabaThIBaroIIe  OOIIETOCTYIHBIC IEPCOHAIbHBIE JaHHBIE, a TakKXke CHCTEMOMH,
oOpalaTbIBatOlIeil HMHBIE KATETOPUH IEPCOHANBHBIX JaHHbIX. CrenualbHble KaTerophH
NEePCOHANbHBIX JAHHBIX U OMoMeTpuueckue nepcoHanbHbie fanHble B UCITn Opranuzanuu
He 00pabaThIBarOTCS.

Jna WUCII[n OpraHn3anuy akTyajdbHbl yrpo3bl 2 THUNA - YIPO3bl, CBS3aHHBIE C
HaJIMYMEM HEJIOKYMEHTHUPOBAHHBIX (HEACKIApUPOBAHHBIX) BO3MOXHOCTEH B MPUKIATHOM
NpOrpaMMHOM OOECIEYeHHH, HCIOJIb3yeMOM B HH(popmanmonHoi cucreme. CoriacHo
NOJANYHKTY «0» nmyHKTa 11 «TpeboBaHuii Kk 3a11UTe IEPCOHATBHBIX TaHHBIX IPU UX 00paboTKe
B HH(OPMAIMOHHBIX cHUCTeMax TNepcoHaNbHBIX gaHHbiX» s WCI[Ia Opranuzanun
TpeOyercss obecrednTh 3 -Mil YpOBEHb 3AIIMIICHHOCTH NEPCOHANBHBIX JAHHBIX TPU HX
00paboTke B H()OPMAIIMOHHON CHCTEME.

5 . Cnoco0bl HAPYIIEHHUS] XaAPAKTEPUCTUK 0€30MMACHOCTH MEPCOHAIbHBIX
AAHHBIX
Hcxons w3 mepeyHss TNEepCOHANbHBIX JaHHBIX, oOpabateiBaembix B WCIIIH,
CYLIECTBYIOT CIICAYIOIIUE CIIOCOOBI HAPYIIEHUS XapakTepucTuk 6e3onacHoctu I1/1x:
* XUUICHUE NIEPCOHAIBHBIX JaHHBIX COTPYAHUKAMU OPraHU3aLUU IS UCIIOJIb30BaHUS



B KOPBICTHBIX LIEJIAX;

* mepexgada (UHAHCOBOHM, aApPECHOW, IOPUAWYECKOW H Tpodeld wuH(DOpManmuu o
cyowexte [1/1H TpeThbuM nuiam;

* HECaHKLUHMOHUPOBAHHOE MyOJIMYHOE pa3riallleHHe MEPCOHAIBHBIX JAHHBIX, CTaBIINX
M3BECTHBIMU COTPYAHUKAMOPTraHU3aLUN;

* HECaHKIMOHUPOBAHHOE IOJyYEHUE NIEPCOHAIBHBIX JAHHBIX TPETBUMU JIMIIAMY;

* VHUYTOXXCHHE  (PUHAHCOBOM, aJIpECHOM, IOPUIAYECKOM ©  TpoYeH
uHpopmanuu o cyobekre [1/1H;

e Momudukanus (GUHAHCOBOM, aJIpECHOM, IOPUIAYECKOM ©  TpoYen
uHpopmanuu o cyobekre [1/1H;

* OjokupoBaHWE (PUHAHCOBOH, aJIpECHOM, IOPUIAYECKOM H©  TpoYeH

uH(popmanuu o cyonekre I1/1H;

* BBOJ| HEKOPPEKTHON (pMHAHCOBOM, aIPECHOM, IOpUINYECKON U ITpouel nHpopMaluu
o cyonekre [1/1H;

* mepenaya HEKOPPEKTHON (MHAHCOBOW, aJpPECHOM, MOPUIMYECKON U mpouen
uH(popmanuu o cyonekre I1/1H;

* HCKa)K€HUE apXUBHOHM MHpopManuu 1o cyobekty [1/1H.

* YHUYTOXCHHE apXHWBHOU MHpopMaruu 1o cyonsekry I1/[H.

6. Yrpo3sl 0€30aCHOCTH MEPCOHATbHBIX JAHHBIX, IPH UX 00pPadoTKe B
HH(POPMAIHOHHBIX CHCTEMAX MEPCOHAJTBHBIX JAHHBIX

[Ton yrpozamu 6€30MacHOCTH MEPCOHANBHBIX JAaHHBIX Ipu uXx obpabdbotke B MCIIAH
MMOHUMAETCS COBOKYITHOCTh YCJIOBHM U (DAKTOPOB, CO3AAONTUX MOTECHIIMATIBHYIO WA PeabHO
CYIIECTBYIONIYKO  OMAaCHOCTh, CBSI3aHHYIO C  yTeukol  uwHbopmanuu u  (WIH)
HECAaHKI[MOHUPOBAHHBIMU U (WJIM) HENpeIHAMEPEHHbIMU BO3JCHUCTBUSIMU Ha Hee. Takum
obpazom, yrpo3sl 6e3omacHocta I1/1H mpu ux 06padotke B UCII/IH MOTYyT OBITH CBSI3aHBI KaK C
HelpeaHaMepeHHbIMU  neiicTBusiMu  1iepcoHaia  MCIIJJn, Tak U €O CHEHHUAIBHO
OCYILECTBIIIEMbIMU HEPABOMEPHBIMHU JEHUCTBUSIMHU OTIEIbHBIX OpraHU3alMid U TpaxaaH, a
TaK)ke MHBIMU UCTOYHMKaMU yrpo3. HempaBoMepHblie EHCTBUS MOTYT UCXOAUTh TAKKE U OT
COTPYOHUKOB TPEANpPUITHS B Cly4yae, KOrJa OHHM pacCMaTpUBAIOTCA B KauecTBE
MOTEHIIMATIBLHOTO HapymuTens 6e3omacHoctu [1J[H.

B nensx dbopMHUpPOBaHUS CHCTEMATHU3UPOBAHHOTO MEPEYHS YyTPO3
6e3onacHoctu IIJIn mpu ux o6padotke B MCII[IH u pa3paboTke Ha MX OCHOBE YACTHBIX
(meTanu3upOBaHHBIX) MOJENEH NpUMEHUTEIbHO K KOHKpeTHoMy Buay WCIIAH, yrpo3ss
6e3omacHOCTH nepcoHanbHbIM JaHHBIM B UCII/[H MoxHO KiaccuuIupoBaTh B COOTBETCTBHH
CO CIICIYIONMMHU NPU3HAKAMH:

* 10 BHJaM BO3MOXHBIX HCTOYHUKOB YI'pO3;

* no tuny UCIIJIH, Ha KOTOpBIE HAIPABJIEHA peaNU3alus yrpos;

* 10 BHUJY HapylIaemMoro cBoicTBa uHMOpMaruu (BULYy HECAHKIIMOHUPOBAHHBIX
nencTBuil, ocymecTiasieMbix ¢ [1J{H);

* 10 cIoco0aM peanu3aluu yrpos;

* [0 UCTOJb3YyEeMOMU YSI3BUMOCTH;

* 10 OOBEKTY BO3/ICHCTBUS.

Jns UCTIIH cymiecTBYIOT clieyrolme Kiacchl yrpo3 6ezonacnoctu [1]1H:

[To BUIaM BO3MOXHBIX UCTOYHUKOB YTpo3 0€30MaCHOCTH MEPCOHAIBHBIX TAaHHBIX:

- yIpO3bl, CBSI3aHHbIE C MPEJIHAMEPEHHBIMH WM HENpPEJHAMEPEHHBIMU
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nerctBusiMu Jinll, uMeromumu poctyn k P UCIT/IH, Bkito4as mojap30BaTeNiel, peain3yromue
yrpo3sl HenocpeactseHHo B UCI/IH;

- YIpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMH WM HENpPEJHAMEPECHHBIMU
nercTBUsIMU Jnll, He uMeromux goctymna k UCIIH, peanu3yroniye yrpo3sl U3 BHEIIHUX CeTen
CBSI3U OOIIIETO MOJIb30BAHUA U (MJIN) CETe MEeXAYHapOAHOTO HH(OPMAITMOHHOTO OOMEHa;

- yIrpo3bl, BO3HMKHOBEHHE KOTOPBIX HANpPSIMYyK 3aBHCUT OT CBOWCTB TEXHUKH,
ucnojb3zyemoi B UCII/IH;

- YIpO3bl, CBSI3aHHBIE CO CTUXUIHBIMU IPUPOJHBIMU SIBIICHUSMHU.

Kpome »TOro, yrpo3sl MOTI'yT BO3HHMKAaTh B PE3yJbTaT€ BHEAPEHUS alllapaTHBIX
3aKJ1aJ10K U BPEJOHOCHBIX MPOrPAMM.

ITo Tunny UCIIJIH, Ha KOTOpBIE HallpaBJieHA yIpo3a.

[To ctpykrype UCII/IH, Ha KOTOpBIE HampaBiIeHa yrpo3a, HEOOXOIUMO pacCMaTpPUBAThH
CIEAYIOIIME KIACChl YIpo3:

- yrpo3sl 0e€30MacHOCTH JaHHBIX, oOpabatbiBaeMbix B MCIIJJH Ha 0a3e
ABTOMAaTU3UPOBAHHBIX pa0OYUX MECT;

- yrpo3bl 6e30macHOCTH JaHHBIX, oOpabarbiBaeMbix B MCIIJIH Ha 6a3e nokaibHbIX
MH(OPMALIMOHHBIX CUCTEM.

[To ciocoGam peanu3aiu yrpos.

[To ciocoGam peanu3aiii yrpo3 BhIACISIOT CIEAYIONINE KIACChl yTPO3:

- YIpO3bl, CBSI3aHHBIE C HECAHKIMOHHPOBAHHBIM noctynoMm Kk II/IH (B Tom wmcie
yYTPO3bl BHEJIPEHUS BPEJIOHOCHBIX MPOTPaMM);

- yrpossl yreuku [1JIH mo Texuudyeckum kananam yreuku unpopmanun (TKYUN);

- yrpo3ssl crnienuanbHbix Bo3aectBuil Ha MCIT/IH.

[To Bumy HapymaemMoro cBoiicTBa MHQpOpMAINU (HECAHKIIMOHUPOBAHHBIX JEHCTBHM,
OCYIIECTBIISIEMBIX C IEPCOHATILHBIMU JTaHHBIMHU ).

[Io BuUAY HECAaHKIIMOHUPOBAHHBIX JIEUCTBUM, OCYIIECTBISEMBIX C INEPCOHAIBHBIMU
JTAHHBIMU, MO>KHO BBIJICJIUTh CIAEAYIOIIUHN KIIACcC YyIpO3:

- yIrpo3bl, IPUBOJAAIIME K HapylleHHIo KoHpuaeHIuanbHocTH [1/IH (komupoBaHuUio
WIM HECAHKIIMOHHPOBAaHHOMY  pACIpPOCTPAHEHHUIO), TPU pealu3alli KOTOPbIX HE
OCYILECTBIISIETCS HEMOCPEICTBEHHOT'O BO3ICHCTBUS Ha COiepKaHe HHPOPMAIIUH;

- YIpO3bl, IPUBOAALINE K HECAHKIIUOHUPOBAHHOMY BO3IEHCTBUIO HA COJEPKaHUE
uHpOpMaIHHY, B pe3yJbTaTe KOTOPOTO MPOUCXOIUT U3MEHEHHE TAHHBIX MU UX YHUUYTOXKECHHE;

- YIpo3bl, INPUBOIALLUE KHECAaHKIIMOHUPOBAHHOMY BO3JICHCTBUIO HA
IporpaMMHBIE WM IporpamMMmHo-annaparasie 3iemeHTsl MCIIIH, B pe3ynabTate KOTOpPOTro
OCYILECTBISIETCSA OJIOKUPOBAHUE TAHHBIX.

ITo ucnosb3yemMoil ya3BUMOCTH BBIICIISIFOTCS CIEAYIOIIME KIacChl yIpo3:

- YIpo3bl, pealu3yeMble c UCITOJIb30BAHUEM YSI3BUMOCTH  CUCTEMHOIO
nporpammHoro obecneuenus (I10);

- YIpo3bl, peaanu3yeMble C UCIOIb30BAaHUEM YSA3BUMOCTH NpukiaaHoro 110;

- Yrpo3bl, BO3HHUKAIOIIME B pe3yabpTaTe UCIIOIb30BAHUS  YSI3BUMOCTH,
BbI3BaHHOM HannuueM B MCII/IH annapaTHOM 3aKi1aJIKy;

- YIpo3bl, PEAIM3yEMbIE C MCIOJb30BAHUEM YSI3BUMOCTEM IPOTOKOJIOB CETEBOIO
B3aMMO/ICVICTBHS Y KaHAJIOB II€pE/Iaud IaHHbBIX;

- YIpo3bl, BO3HHKAIOIIHE B pe3yabpTaTe UCIIOIb30BAHUS  YSI3BUMOCTH,
BBI3BAHHOW HEIOCTATKAMHM OpPTaHM3AallMd TEXHWYECKOW 3almIuThl HHQOpPMALUU  OT
HECAaHKLMOHUPOBAHHOT'O AOCTYIIA;
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- YIpo3bl, pealln3yeMble C WCIOJB30BAHUEM YSI3BUMOCTEH, OOYCIOBIMBAIONINX
HAJIMYME TEXHUYECKUX KaHAJIOB YTEYKH MHPOPMAIIHH;

- yIpo3bl, peanu3yeMble C WCIOJIb30BAaHUEM YSI3BHUMOCTEH CPEICTB  3allUTHI
MH(pOpPMaLINH.

[To 00BeKTy BO3CHCTBHS BELACTSIOTCS CIEAYIOUINE KIACCHl yIPO3:

- yrpo3sl 6e3omacHocTH I1/1H, 06pabaTteiBacMbix Ha APM;

- yrpo3sl 6e3onacHoctu [1/1H, 00pabaThiBaeMbIX B BBIJICICHHBIX CPEICTBAX 00pabOTKH
(mpuHTEpax, MmiIoTTepax, rpad)OrnoCTPOUTENX, BHIHECEHHBIX MOHUTOPAX, BUICOMPOCKTOPAX,
CpelICTBax 3BYKOBOCIPOM3BEACHUS U T.I.); yrpo3bl O6e3omacHoctu [1J[H, mepenaBaeMbIx Mo
CETSIM CBSI3H,

- YIpO3bl MPUKIIATHBIM [IPOTpaMMaM, ¢ MOMOIIbIO KOTOPBIX 00padaThIBAIOTCS
IT]1x;

- yrpo3ssl cuctemHomy I10, obecneunBatomemy ¢pyuakiuonuposanue MCIIJH.

7. XapaKTepHCTHKA HCTOYHHKOB yIPo3 0e30MaCHOCTH NMePCOHATbHBIX

aannbix B UCIIIn

B ornomenun MWCIIJIlH ™MoryT cyliecTBOoBaTh TpU THUIA HCTOYHHKOB YIpO3
oe3omacHocTu I1/{H:

1. AxTpomoreHHbIe HCTOYHUKH yrpo3 Ge3omacuoctH [1]]H.

2. TexHOTEeHHbIE HCTOYHHUKH Yrpo3 Ge3omacHocTH [1/1H.

3. CruxuiiHble HICTOYHHMKHU yrpo3 Oe3omnacuocTr [1/1H.

AHTpOIIOTeHHbIE UCTOYHUKHU yTpo3 Oe3omacHocTu [1J[H.

B kaudectBe anTpomoreHHoro wuctoyHuka yrpoz i HUCIJJH Heobxoammo
paccMatpuBaTh  CyOBeKkTa  (JIMYHOCTH),  HMMEIONIETO  CAaHKIMOHUPOBAHHBIM  WIH
HECAaHKIIMOHUPOBAHHBIN NOCTYN K pabore co mratHbiMu cpeactBamu MCII/IH, neficTBus
KOTOPOrO MOTYT TPUBECTH K HapyUIEHHIO O€30MacHOCTH NEPCOHAIBHBIX JaHHBIX.
AHTPOIIOT€HHBIE HCTOYHUKH yTpo3 1o oTHOIIeHUI0 K UCITJ{H MoryT OBITh KaK BHEIIIHUMH, TaK
Y BHYTPEHHUMHU

Cpeny BHEIIHUX aHTPONIOI€HHBIX UICTOYHUKOB MOKHO BBIJIETIUTH CIIyYalHbIE U
IIpeAHaMEPEHHBIE UICTOYHHUKH.

CnyuyaiiHple  (HENpeJIHAMEpPEHHBbIE) HCTOYHUKM MOTYT  MCIOJb30BaTh  TaKHe
ySI3BUMOCTH, KakK OIIMOKH, coBeplieHHble npu npoekTupoBanuun WCIIJIH u ee 351eMeHTOB,
OIIMOKKM B MPOrpaMMHOM OO€CIEYEeHUH; Pa3IMYHOTO poja cOOM U OTKa3bl, MOBPEKICHUS,
nposiiasieMble B MCII/IH. K TakuM MCTOYHMKAaM MOKHO OTHECTH MEPCOHAJ IMOCTaBIIMKOB
Pa3IUYHOIO pOJa YCIYT, MEpPCOHAl HAA30PHBIX OpPraHM3alMil W aBapUHHBIX CIYXKO U T.IIL
HeiictBust (yrpo3bl), UCXOASIIME OT JaHHBIX HMCTOYHHMKOB, COBEPIIAIOTCS IO HE3HAHUIO,
HEBHUMATEIHHOCTH MJIU XAJIaTHOCTH, U3 JIFOOOMBITCTBA, HO 0€3 3710r0 yMbICTA.

[IpeqnamepeHHbIE  HMCTOYHUKM  IPOSIBISAIOTCA B KOPBICTHBIX  YCTPEMIICHMSX
HapymuTeneid. OCHOBHas 11€JIb TAKUX MCTOYHHMKOB - YMBIIIJIEHHAs J1€30praHu3anus padoTshl,
BBIBOJ] cucteM OpraHusaiyy U3 CTposi, UCKaKeHHe WH(OPMAIH 32 CYET MPOHUKHOBEHHS B
NCTI/IH nyTeM HECaHKIIMOHUPOBAHHOTO JOCTYIA.

BHyTpeHHMMHM HMCTOYHHMKAMH, KakK TMPaBWIO, SIBISIOTCS CHEIHUATUCTHI B 00JacTu
NPOrpaMMHOIO OOECHEYEeHHs] UM TEXHUYECKUX CpPEJCTB, B TOM YHCIE CPEACTB 3alUTHI
uH(pOpMaLUM, HMEIONIMEe BO3MOXKHOCTh HCIOJIb30BAaHUS INTAaTHOTO OOOpYIOBaHUS W
nporpamMmMHo-TexHuueckux cpeacts HMCII[Jn. K Takum HCTOUYHMKAM MOXHO OTHECTH
OCHOBHOM TepCOHall, TpeJACTaBUTeNe Ciayxk0 Oe30macHOCTH, BCIOMOTATENbHBIN U



TEXHUYECKHUI NIEPCOHAI.

Jlist BHYTPEHHHMX MCTOYHHMKOB YIpO3 0CO0O€ MECTO 3aHMMAIOT YIpo3bl B BHUJE
OIIMOOYHBIX JEHUCTBUA M (MJIM) HaApyLIEeHU TpeOoBaHUI HKCITyaTallUOHHOW WM WHOU
JOKyMeHTaluuu cotpynnukamu Opranuzanuu, umeromux goctym k MP UCITxH. K mogoOHbIM
yIrpo3aM, B YaCTHOCTH, OTHOCSITCSI:

- HENpeIyMBINUIEHHOE MCKAXEHUE WIN yIaJe€HUE MPOrPaMMHBIX KOMIIOHEHTOB;

- BHEJPEHHE U UCIOJIBb30BAHNE HEYUYTEHHBIX IIPOrpamm;

- UTHOPUPOBAHUE OPraHU3alMOHHBIX OTPAHWYEHUN (YCTAHOBJIEHHBIX IPaBWII) IPH
pabote ¢ pecypcamu MCII/IH, BKIt0o4as cpeacTBa 3aminuThl nHGopMaluu. B yactHocTu:

- HapylleHWe TMpaBWJ  XpaHEHHs  HMH(OpPMAIMM  OrPaHUYEHHOro  JIOCTYTIA,
UCMOJIb3yEMOH MPH 3KCIUTyaTalliM CPEICTB 3aIUUThl HHPOpMAIMK (KIYEBOM, MapOIbHON U
ayTeHTU(UUUpPYIOIIeld nH)OpMALIUH);

- MPENOCTABJICHUE IOCTOPOHHUM JIMIAM BO3MOXHOCTH JOCTYIIA K CPEACTBAM 3aIUThI
UH(pOpPMALINHY, a TAKXKE K TEXHUYECKUM U IPOrpaMMHBIM CPEICTBAM, CIIOCOOHBIM MOBIHUATH Ha
BBITIOJTHEHUE MPEIBIBISEMBIX K CPEICTBAM 3allIUThl HHPOpMaLUU TpeOOBaHUI;

- HacTpolKa M KOH(MUTypUpPOBaHHME CPEACTB 3alIUThl HMHPOpPMALMU, a TaKKe
TEXHUYECKMX M MPOrpaMMHBIX CPEACTB, CHOCOOHBIX TMOBJIUATH Ha  BBINOJHEHUE
OpEeIbSIBIAEMBbIX K CpEeACTBAM 3alllUThl HMHpOpManuu TpeOOBaHUM, B HapylIeHHUE
HOPMAaTUBHBIX U TEXHUYECKHUX JOKYMEHTOB;

- HecooOmieHne o (akTax yTpaTbl, KOMIPOMETALUU KJIIOYEBOM, MAapOJbHOU U
ayTeHTHU(ULUpYyIoel nHpopManuy, a TaKke 000N Ipyroil MHGpOpMaUKU OrpaHUYEHHOTO
J0CTyIHa.

Haubonpuryro omacHOCTh MPEACTaBISAIOT IPEIHAMEPEHHBIE YTPO3bl, UCXOAAIINE KaK OT
BHEUIHUX, TaK U OT BHYTPEHHHUX aHTPONOTE€HHBIX HCTOYHUKOB.

HeoOxonnMo paccMaTpuBaTh CIEAYIONINE KIACCHI TAKUX YIPO3:

- Yrpo3bl, CBA3aHHBIE C NPEIHAMEPEHHBIMU JIEUCTBUSIMM JIUL, UMEIOIIMMH JOCTYI K
NCITAn, Bxmouas mnons3oBarened WCIIJIH W  WHBIX COTPYAHUKOB MPEANPUATHSA,
peanusyromuMu yrpo3sl HenocpeacTseHHo B UCII/IH (BHyTpeHHUI HAPYIIUTENb);

- YIpo3bl, CBA3aHHbIE C MTPEIHAMEPEHHBIMU JIEHCTBUSMHU JIUL, HE UMEIOUIMMH J0CTYTIa
k UCII/{H u peanu3yrIMMH yrpo3bl U3 BHEITHUX CETEH CBSA3M OOIIETO MOJIb30BAaHUS WITH
ceTell MeXTyHapOHOTO HH(OPMAIIMOHHOTO 0OMeHa (BHEITHUI HAPYIIUTEh);

- YIpo3bl, CBA3aHHbIE C IIPEIHAMEPEHHBIMU JIEHCTBUSMH JIUL, HE UMEIOLIMMU J0CTYTIA
Kk UCII/Ix u peanuzyromumu yrpossl no TKYU.

TexHOreHHble ICTOYHUKHU yrpo3 Oe3onacHocTH I11/]H.

TexHOreHHbIe UCTOYHUKHU yIpo3 HANPAMYIO 3aBUCAT OT CBOMCTB TE€XHUKH. JlaHHBIE
MCTOYHUKH TAK)K€ MOTYT ObITh KaK BHEITHUMU, TaK U BHYTPEHHUMHU.

K BHemHuM nctouHukam oTHocATca MHGpacTpykTypHble anementsl UCIIIH: cpenctBa
cBsA3M (TenedoHHbIE JMHWM, JIMHUM TepeJayd JAaHHbIX U T.I. ), CETH HHKEHEPHBIX
KOMMYHHUKAIUN (BOJOCHAOKEHHUE, KaHATU3aI[Usl, OTOIJICHUE U TIp.).

K BHYTpeHHUM HCTOYHMKAaM OTHOCSTCSI HEKAUeCTBEHHbIE TEXHHYECKHE U
nporpaMMHbIE cpeicTBa 00pabOTKM HMHQOpMaIUU, BCIIOMOTraTelbHbIE CpeAcTBa (OXpaHBbl,
CUTHAIM3AINU, TeIeQOHUH), APyrue TEeXHUYECKHe cpenctBa, npumensemeie B MCII[H, a
TaKXe BPEJAOHOCHOE MPOrpaMMHOE 00eCIIeUeHre U alllapaTHbIC 3aKIaIKH.

AnmaparHas 3aKJIajKa.

AnmnapaTHbl€ 3aKJIaJKH MOTYT ObITh KOHCTPYKTUBHO BCTPOECHHBIMU UM aBTOHOMHBIMHU.
AnmnapaTHbl€ 3aKJIaJJKU MOTYT pE€ajJIu30BaTh yrPO3bl:
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- cOopa u Hakorutenus [1/1n, oOpabdaTeiBaeMbix 1 xpanumsix B UCIT/H;

- ¢opmuposanus TKYU.

B cuiny oTMedeHHBIX CBOMCTB ammapaTHbIX 3aKiIagoK d()@eKTUBHAs 3alluTa OT HUX
MOKET OBITh O0EecredYeHa TOJbKO 3a CYET TIIATEJIBbHOIO YYeTa HUX CHEeUU(PUKU U
COOTBETCTBYIOUIEH OpraHU3allMd TEXHUYECKON 3alluThl MH(GOPMAMM Ha BCEX CTaIUsIX
sku3HeHHoro nukia UCIIIH.

Hocutens BpeAOHOCHO! ITPOrpaMMBI.

B kauectBe Hocutens BpenoHocHod mnporpammbl B MCIIIH MoOXeT BBICTyNaTh
arrmapaTHbI 3JIEMEHT CPEACTB BBIYMCIUTENbHONW TeXHUKH U3 coctaBa MCIIAu wnmm 110,
BBITIOJIHSIOIIEE POJIb MPOTPAMMHOTO KOHTEHHEpA.

Ecnu BpemoHocHass mporpaMma HE acCOLUMUPYETCs C KakoW-IMOo MpHUKIAIHON
nporpaMMmoi u3 coctaBa cucteMHoro mwiu obmero 10 WUCII/IH, B kauecTBe €€ HOCUTEINS
BBICTYTAIOT:

- BHEIIHUM MalIMHHBIA (OTUYKIaeMblil) HOCUTENb, T.€. TUCKETa, ONTUYECKUN JHCK,
Ja3epHBIN AUCK, (DIAII-TIaMSATh, BHEIIIHUH KECTKUN JUCK U T.IL.;

- BCTPOEHHbIE HOCUTENIN MHPOpMalUU (KECTKHE AMCKU, MUKPOCXEMBbI OlEpaTUBHOU
aMATH, MPOLECCOP, MHUKPOCXEMBl CHUCTEMHOM IUIaThl, MHKPOCXEMBI  YCTPOMCTB,
BCTPAMBAEMBIX B CUCTEMHBIN OJIOK YCTPONCTBA - BUJEOAIANITEPa, CETEBOM TUIATHI, YCTPOMCTB
BBO/Ia/BBIBOJIA U T. [I.)

- MHKpPOCXEMBI BHEIIHUX YCTPOMCTB (MOHUTOPA, KIaBUATYpPbl, IPUHTEPA,

IUI0TTEpa, CKAaHEepa U T.IL.).

B Tom cnyuae, ecniu BpeAOHOCHas MporpaMMa MOKET OBITh MPOACCOIMHPOBAHA C
cuctemMHbiM win obmum [1O, ¢ daiinamu pa3nuuHON CTPYKTYpBl WU C COOOIIECHUSMHU,
IepeaaBa€MbIMHU I10 CETH, TO €€ HOCUTEJIEM SIBIISIFOTCS:

- makeTsl nepenaBaembix 1o cetu UCIIH coobmieHuit;

- (baiinel (MCHONIHSAEMBIE, TEKCTOBbIE, TpaduYecKue 1 T.1.).

[Ipy BO3HMKHOBEHMM Yrpo3 W3 JAHHOW TpyHmbl MOABISIETCS IMOTEHUHAIbHAS
BO3MOXXHOCTh HapylIeHUs KOHQUICHIIMAIbHOCTH, LEIOCTHOCTH, JOCTYHOCTH M JPYTUX
xapakTepuctuk 0e3omacHoctH [1][H.

CtuxuitHble UCTOYHUKH yTpo3 O6e3omacHocTu [1/1H.

CTuxuiiHple HMCTOYHUKM  YIpo3  OTJIMYaeTcss OOJbIIMM  pa3HoOOpazueM U
HEIPEACKa3yeMOCThIO U SIBIISIOTCS, KaK MPAaBUIJIO, BHEITHUMH 110 OTHOLIEHUIO0 K OpraHu3anuu.
[Tox HUMH, TpEXKAE BCEr0, PACCMATPUBAIOTCS PA3JIMYHbIEC IPUPOIHBIE KATAKIU3MBL: TIOKapHI,
3EMJIETPSICEHUS, YyparaHbl, HABOJHCHHS. BO3HUKHOBEHHE JTHUX WCTOYHUKOB TPYAHO
CIIPOTHO3MPOBATh M WM TSDKEIO IMPOTUBOJCHCTBOBATh, HO TMPHU HACTYIUICHHH TOJIOOHBIX
coObITHl HapymiaeTcs: mrtaTtHoe (yHkimoHupoanue camort MCII/IH u ee cpencTB 3amiuThl,
YTO MOTEHIMAIBHO MOXET MPHUBECTH K HAPYIICHUIO KOH(UIEHIMATbHOCTH, LEJIOCTHOCTH,
JOCTYITHOCTHU U APYTUX XapaKTepucTuk 6ezonacHoctu [1/1H.

3ammra OT yrpo3, UCXOIAIIMX OT TEXHOTCHHBIX M CTUXUNHBIX HCTOYHUKOB YIPO3
6e3omacHoctH [1/1H, permameHTHpyeTCs UHCTPYKIUAMU, pa3paOboTaHHBIMU U YTBEP>KICHHBIMU
omepaTopom ¢ yuetom ocodenHnoctei skcruryatanuu UCI/IH.

8. Mojaeab HAPpYHIUTEJIs1 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX
AHanu3 BO3MOXKHOCTEH, KOTOPBIMH MOKET 00JiajaTh HapyLIUTENb, MPOBOAUTCA B
paMKax MOJIeJH HapyIIUTEIIs.
[Tpu pazpaboTke MOzeIN HApYLIUTENs 3apUKCUPOBAHBI CIIEIYIOUIUE MOI0KEHUS:
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- 6e3omacnoctp [1/1n B UCII/IH obGecnieunBaeTcsi cpeacTBaMH 3alIUTH HH(pOpMamu
NCTI/IH, a Takke UCTIONB3YEMBIMH B HUX HH()OPMAITMOHHBIMU TEXHOJIOTHSIMH, TEXHHYECKIUMHU
Y IPOIPaMMHBIMU CPEJICTBAMH, YAOBJIETBOPSIOUIMMHI TPEOOBAaHUAM 110 3alIUTE HHPOpMAIUH,
YCTaHABJIMBAEMBIM B COOTBETCTBUH C 3aKOHOATENLCTBOM Poccuiickoit denepanuu;

- cpeactBa 3amutbl MHPopMmanuu (C3U1) mrTaTHO (QYHKIMOHUPYIOT COBMECTHO C
TEXHUYECKUMH U POTPaMMHBIMU CPEACTBAMU, KOTOPHIE CIIOCOOHBI MOBIUSAThH Ha BBITIOJTHEHUE
npeabsBiasieMbix kK C3U TpeboBanmii;

- C3U1 ne moryt obecreunts 3amuty [IJlH OT melcTBUI, BBIOTHIEMBIX B paMKax
MPEIOCTABICHHBIX CYOBEKTY JeUCTBUM nmoaHoMounit (Harpumep, C3U He MOXKeT 00ecneynTh
3amuty I[I/IH OT packpbITus JIMLIAMH, KOTOPBIM MPEIOCTABICHO MPAaBO Ha JIOCTYH K 3THUM
JTAHHBIM ).

8.1. Ommcanue HapyIIUTENIEH.

C TOuKM 3peHHs HaIW4Yus IIpaBa IIOCTOSSHHOTO WJIM Pa3oBOro JOCTyIla B
koHTposipyemyto 30Hy (K3) o6bektoB pazmemienuss UCII[n Bce pusnueckue muiia MoryT
OBITh OTHECEHBI K CIIEAYIOIIHUM BYM KaTEerOpHUsIM:

- kareropus | - nmuna, He MeroNMe ITpaBa JOCTYINA B KOHTPOIUPYEMYIO 30HY
NCTIdH;

- kareropus Il - muna, umeromue npaBo 10cTyna B KOHTposnpyemyto 300y UCIT/H.

Bce noreHnnanbHble HAPYIIUTENH MOApa3IesA0TCs Ha:

- BHENIHMX  HApYIIUTENEH,  OCYHIECTBISAIOIIMX  aTaku  HU3-3a  MPEJENoB
KoHTposiupyemoii 30ub1 UCII/]H;

- BHYTPEHHUX HapyLIUTENEH, OCYIIECTBISIIONIMX aTakd, HaxXoIsiCh B Ipeaenax
KoHTpoJsiupyemMoit 30Hb1 UCII/[H.

B kauecTBe BHENIHEr0 HAPYIINUTEI KPOME JIUL] KaTeropuu | 1omKHbI paccMaTpUBaThCs
Takoke nuna kareropuu II, Haxogsmmecs 3a npenenamu K3.

B otHomennu MCII/IH B kauecTBE BHEIIHETO HAPYIIUTEISIMHU U3 YUCIIA JIUL KATETOPUH
| MOT'YT BBICTYIIATB:

- ObIBIIME COTpYAHUKH OpraHusanuu;

- IIOCTOPOHHHWE JMIA, NBITAIONIMECH NOJy4uTh Aoctyn K I[IJ[H B MHMIIMAaTUBHOM
HOPSIKE;

- TpEeACTaBUTENIN MPECTYIMHBIX OpraHu3aui.

BHemHnit HapyImmTeap MOXKET OCYIIECTBIIATD:

- mepexBaT oOpabarpiBaeMbiXx TexHHUUYeckuMu cpeactBamu MCIIIa T1/1H 3a cuer ux
yreukn 1o TKYUM ¢ wncnosnb30BaHMEM MOPTATUBHBIX, BO3UMBIX, HOCHUMBIX, a TaKXe
ABTOHOMHBIX aBTOMAaTHYECKHX CPEJICTB Pa3BEJIKH CEPUIHHON pa3pabOTKH;

- JIeCTPyKTUBHBIE BO3/ICUCTBUS yepes AIIEMEHTHI MH(OPMALIMOHHOM
uHppacTpykTypbl UCIIJIH, KOTOpbIE B Mpoliecce CBOETO KU3HEHHOTO IUKIA (MOJAepHU3AIIuS,
COINPOBOXK/IEHUE, PEMOHT, YTHJIM3AIl1s) OKa3bIBAtOTCS 3a npenenamu K3;

- HECaHKUHMOHUPOBAHHBIN OCTYI K MH(GOPMALMU C MCIOJIb30BAHUEM CHEI[UATbHbBIX
IIPOrpaMMHBIX BO3JEHCTBUI MOCPEICTBOM IPOrpaMMbl BUPYCOB, BPEAOHOCHBIX MPOrpamM,
AITOPUTMUYECKHUX WUJIM TPOTPAMMHBIX 3aKJIAJI0K;

- mepexBar WHpOpPMAINH, MEepeIaBaeMOM M0 CETSIM CBS3M OOIIEro MOJIb30BaHUS WIN
KaHaJaM CBSI3M, HE 3alUIIEHHBIM OT HecaHKInoHupoBaHHoro nocryna (HC/I) k undopmaruu
OpraHN3alMOHHO- TEXHUYECKUMU MEpPaMU;

- araku Ha VCIIJIH myTeM peanu3anuu yrpo3 yIaJleHHOIo JOCTYIIA.

BryTtpennuit HapymuTens (una kareropuu |1) moxpaspensercs Ha BOceMb
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TPy B 3aBUCHMOCTH OT CIOoco0a M MOJIHOMOYHWH JIOCTYIa K WH(OPMAIIMOHHBIM pecypcam
(1UP) UCTIH.

1. K mnepBoil rpymnme OTHOCATCS COTPYIHUKH TMPEANPUATHNA, HE SBISAIOIINECS
3aperuCTPUPOBAHHBIMU TOJIb30BaTensiMu U He gonyiieHHbsle k P UCII[IH, HO umeromue
caHKUMOHUpoBaHHbIN noctyn B K3. K 310l Kareropuu Hapymurenei OTHOCSTCS COTPYIHUKH:
HHEPreTUKU, CAHTEXHUKH, YOOPILHUILIBI, COTPYIHUKH OXPaHbI U APYTHE JIUIIA, 00ECIIeUNBAIOIIHE
HOpMaJibHOE (PYHKIIMOHUPOBaHKHE 00bEKTa MHPOPMATU3ALINH.

JIM10 JaHHOM TPYNIIBI MOKET:

- pacmoJjlaraTh HMMEHAaMH U BECTH BBISBICHUE MApPOJIEH 3aperucTpupOBaHHBIX
noab3oBaTenet MCII/IH;

- U3MEHATb KOHQUTYpaluI0 TEXHUYECKUX cpeAcTB oOpaborku IIJIH, BHOCHUTH
nporpammuo-anmnapatubie 3akiaakd B [ITC UCII[Ax u obecrieunBath cheM HHGPOpPMAIIUH,
UCIOJIb3Ysl HEMOCPEJCTBEHHOE TMOAKIIOYEHHE K TEXHUYECKUM CpeAcTBaM 00pabOTKU
UH(pOpPMaLIUH.

2. Ko BrOpo#i rpymme OTHOCATCS 3aperucTpupoBaHHBbIe moib3oBatenu MCII/IH,
ocymectisronue orpanndeHabin qoctym kK UP UCII/IH ¢ paGodero mecta. K 3Toit kateropuu
OTHOCSITCSI COTPYJTHHKH NPEANPUATHN, UMEIOIIME TpaBo aoctyna K jgokanbHbiM P UCITIx
JUTSI BBITIOJIHEHUS CBOUX JIOJDKHOCTHBIX O00SI3aHHOCTEH.

JIA10 JaHHOW TPYIIBL:

- o0iamaeT BceMU BO3MOKHOCTSIMU JIUI] IIEPBOM KaTErOpUH;

- 3HaeT, 110 MEHbIIEH Mepe, OJTHO JIETAIbHOE UMSI I0CTYIa;

- oOmamaer BceMH  HEOOXOAMMBIMH  aTpuOyTamMud  (HampuMmep,  Iapoyiem),
obecrneunBatomuM goctyn Kk UP UCTI/]H;

- pacnonaraet [1/[H, K KOTOPBIM UMEET TOCTYII.

3. K Tpertbeil rpymnme OTHOCSTCS 3aperMCTPUPOBAHHBIC MOJH30BATENU IOJICUCTEM
NCIIn, ocymecTBiustonme yaaneHubii qoctyn k [1J[H no nokansHoM cetn OpraHu3anui.

JIvio naHHOM rpynIbL:

- o0sagaeT BceMU BO3MOKHOCTSIMU JIMI] BTOPOM KaTeropuu;

- pacnonaraet uHdopmanueit o Tonosoruu cetu UCIIJIH u cocTaBe TEXHUUECKUX
cpeacts UCII/1H;

- HMMEET BO3MOXHOCTh MPSMOTO ((PU3UYECKOTO) TOCTYIA K OTACIBHBIM TEXHUYECKUM
cpeactBaMm (TC) UCII/n.

4. K uerBeproil rpymnme OTHOCITCS 3apeructpupoBaHHbie nonbzoBarenu VUCIIH c
NOJTHOMOYHMSIMHU aIMUHUCTpaTopa OezonacHocTH cermenTa (pparmenta) UCI/IH.

JIno naHHOM IrpyMIIbL:

- obnmagaer mojMHOW WHGOpMAaLMEed O CHCTEMHOM M NPHUKIAJHOM MPOTrpaMMHOM
obecnieueHnu, ucrnoiibzyemom B cermente MCIIH;

- obmamaer mosHOW wWHGOpPMAIMEH O TEXHUUYECKHX CPEACTBaX U KOH(PUTYypaluu
cermenta UCII/IH;

- WMeEET JIOCTYI K CpPeACTBaM 3aluThl HH()OPMAIMK U MPOTOKOJIUPOBAHMUSI, a TAKKE K
OTACJBHBIM 3JIEMEHTaM, ucnoJib3yeMbiM B cermenTe MCII/IH;

- HMMeEeT JOCTYI KO BceM TexHu4yeckuM cpencrsam cermenta MCII/Ix;

- oOmamaeTr mpaBaMU KOH(PUTYpPHPOBAHUS H  QJMHHHCTPATUBHON  HACTPOWKH
HEKOTOPOT0 MOJIMHOXECTBa TeXHUUeckux cpencts cermenta MCII/IH.

5. K msroii rpyrine 0THOCSTCS 3apEerUCTPUPOBAHHBIE MTOIb30BATENN C TOJIHOMOYHUSIMU
CUCTEMHOr0  aJIMUHHUCTPATOpa, BBINOJHSAIOMIEIO KOHPUTYpPUPOBAHUE U  yIpaBJCHUE
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IPOTPaMMHBIM OOECTIeYeHHUEM B 000pYJOBaHHUEM, BKIIIOYas 00OpYyJOBaHKE, OTBEYAIOIIEE 3a
0€30MacHOCTh 3aIIMIIAeMOro O0BEKTa: CPEACTBA MOHHTOPUHTA, PE3EPBHOTO KOMHMPOBAHHUSA,
AHTUBUPYCHOT'O KOHTPOJISA, 3AIUTHI OT HECAHKIIUOHUPOBAHHOTO JIOCTYIIA.

JIno naHHOW rpynIbL:

- oOnagaeT moJHOW MH(pOpMAIMEN O CUCTEMHOM, CIeNHaIbHOM U mpukiagHom [10,
ucnosbzyemoM B UCII/IH;

- obnamaet nonHoi uHdopmanueit o TC u konpurypanuu UCIT/

- umeet aoctyn ko BceM TC UCII/H u naHHBIM;

- obmajmaer mpaBaMu KOHGUTYPHUPOBAHUA M aJIMHUHUCTpaTHUBHOW HacTpoiiku TC
NCITAn.

6. K mecroii rpynme oTHOcsATCA 3aperucTpupoBaHHbie moib3oBatenu WCIIH ¢
MOJIHOMOYMSIMU aIMUHUCTpaTopa 6ezonacHoctr OpraHu3alu, OTBEYAIOIIETO 33 COOIIOACHHE
NpaBWJI pa3rpaHUuEHUsl JOCTyIa, 3a TEHEpALMI0 KIIOUEBBIX 3JIEMEHTOB, CMEHY MapoJie,
KpUOTOrpapUUecKyo 3aluTy UHPOpMauu. AJIMUHUCTPATOP O€30MAaCHOCTU OCYIIECTBIISET
ayJIUT TeX ke CPEJCTB 3aLIUThl 00BEKTA, YTO U CUCTEMHBIN aAMUHUCTPATOP.

JIno naHHOW rpynIbL:

- obnangaer nonHou undopmanueit 06 UCIIdx;

- HAMEET JOCTYM K CpeACTBaM 3alIUThl HHGOPMAIIUK U TMPOTOKOJIUPOBAHUS U K YACTH
Kiro4eBbIX eMenToB UCII/H;

- HE HMMEeT TMpaB JOCTyNa K KOH(PUTYPUPOBAHUIO TEXHUYECKHUX CPEACTB CETH 3a
HCKIIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

7. K cempmoii rpyrime OTHOCATCS JIMIa U3 YHCIa MPOTPAMMHUCTOB - Pa3paboTYUKOB
CTOPOHHEW opraHW3alluy, SBISFOIXcs nocrapmukamu [10 u numa, obecrieynBaronyie ero
coOnpoBOXeHNEe Ha 00bekTe pasmernenus UCITH.

JIuio naHHOM rpynmsl:

- obnagaet nHdopmarmeit 06 aaropuTMax M nporpammax o0padboTku MHGOpPMALMK B
NCTIdH;

- o0magaer  BO3MOXHOCTSIMM ~ BHECEHHMS  OHIMOOK,  HeJeKIapHpOBAHHBIX
BO3MOKHOCTEH, MPOIPaMMHBIX 3aKJIaJl0K, BpeAOHOCHBIX nporpamM B [1O UCII/Ix Ha ctagumn
ero pa3pabOTKH, BHEAPEHUS 1 COMPOBOKACHUS;

- MOXeT pacnojararh JoObiMH (pparmeHTamu uHopmaiuu o TC o06paboTku u
3amuThl nHopmaruu B UCIT/IH.

8. K BoceMoii rpymnme otHocsTes nepconan, oociayxkuatomuid TC UCIIdH, a Takxke
nuIa, 00ecIeunBaroIIne MOCTaBKy, conpoBoxaeHue u pemont TC UCIIH.

JIno naHHOM IrpyMIIbL:

- obOmamaer Bo3MoOKHOCTsMU BHeceHus 3akimagok B TC MCIIJlm Ha cragmm w#x
pa3paboOTKH, BHEPEHUS U CONTPOBOKICHNUS;

- MOXeT pacnonaratb ¢parmeHtamMmu uH@opmamuu o Ttonojorun MCII[H,
ABTOMATH3MPOBAHHBIX pabOUMX MecCTaX, cepBepax U KOMMYHUKAIIMOHHOM O0OpYIOBaHHH, a
tarke o TC 3amutel uapopmanu 8 UCTIIH.

8.2. TlpeamnosaoxeHus 0 BO3MOKHOCTSAX HAPYIIATEIIS.

Jnst nonyyenus ucxoausix gaHHbix o MCIIIH Hapymmrens (kak I kateropuu, tak u 11
KaTeropuu) MOKET OCYIIECTBIISATh MepexBaT 3amudpoBaHHON HHPOPMAIIUU U WHBIX JaHHBIX,
nepefaBaeMbIX 10 KaHallaM CBSI3M CETAM OOIIEro MOJb30BaHUA U (WJIH) CETSIM
MEXTYHAPOTHOTO HHPOPMAITMOHHOTO 0OMEHa, a Takxke 1o JoKanbHbIM ceTsim UCIT/IH.

JIro60i1 BHYTpEHHUI HAPYIIUTENb MOKET UMETh (DU3MUECKUI TOCTYI K JIMHUSAM CBSI3H,
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CHCTEMaM 3JICKTPOIIUTAHUS U 3a3€MIICHUS.

[Ipenmnonaraercs, 4TO BO3MOXHOCTH BHYTPEHHETO HAPYIIUTENS CYIIECTBEHHBIM
0o0pa3oM 3aBUCAT OT JACHCTBYIOIIMX B Mpeaesiax KOHTPOJIUPYEMOW 30HBI OOBEKTOB
pasmemienuss MCII[IH orpaHuuuTenbHbIX (DaKTOPOB, U3 KOTOPHIX OCHOBHBIMHU SIBIISIFOTCS
PEKUMHBIE MEPONIPUATHS U OPTAHU3AIMOHHO-TEXHUYECKHE
MEpBbI, HAIIPaBJICHHBIC HA:

- MNPEeIOTBpaAlICHUE U IPECECUCHNE HECAHKIIMOHUPOBAHHBIX JEHCTBU;

- 1moAOOp U PacCTaHOBKY KaJIpOB;

- JOMYCK (pU3UYECKUX JUI] B KOHTPOJIHUPYEMYIO 30HY U K CPEICTBA BBIYUCIUTEIHHOU
TEXHUKH;

- KOHTpOJIb 32 MOPSAJIKOM MPOBeIeHUs paboT.

B cuny 53TOro BHYTpEHHUN HAPYWIWUTENIb HE HMEET BO3MOXHOCTU MOJY4YEHUS
crenuanbHbix 3HaHUM 0 UCII/[H B 00beMe, HEe0OOXOAMMOM 17151 pELIEHUs BOITPOCOB CO3/IaHUS U
peoaosieHus1 cpeactB 3amuThl [[J[H, U HCKIIFOYaeTCsa €ro BO3MOXHOCTh IO CO3JaHUI0 U
MIPUMEHEHHUIO CIIELIMATbHBIX MPOrPAMMHO-TEXHUYECKHUX CpEICTB peanu3anuu
[[eJICHANTPABIECHHBIX BO3ICUCTBUIN TAaHHOTO HAPYIIUTENS Ha MOJUICKAIINE 3aIUTEe OOBEKTHI U
OH MOET OCYIIECTBISATH MOMBITKM HECAHKIIMOHUPOBAHHOTO nocTyma K VP ¢ ucnonbs3oBannem
TOJIbKO INTAaTHBIX MporpaMMHo-TexHudeckux cpencts MCII[In 06e3 HapymeHus ux
LEJIOCTHOCTH.

Bo3MoXHOCTh croBopa BHYTPEHHHUX HapyluTelned Mexay coOol, croropa
BHYTPEHHET'0 HapYIIUTEIs C IEPCOHATIOM opraHu3anuii-pazpadorunko noacucrem MCII/H,
a TaKKe CroBOpa BHYTPEHHEro0 M BHEIIHEr0 HapyIIUTeNeH [O0JKHA OBITh MCKIIIOYEHA
IIPUMEHEHUEM OPraHU3aLMOHHO-TEXHUYECKUX U KaJAPOBO-PEKUMHBIX MEp, NEUCTBYIOLIMX HA
o6bekTax pasmenienuss UCIx.

8.3. IlpeamonoxeHus 06 UMEIOIIUXCS Y HAPYLIMTENS CPEICTBAX aTaK.

[Ipeanonaraercs, YTO HAPYIIUTEIh UMEET BCE HEOOXOUMBIE ISl IPOBEICHHUS
aTak Mo JOCTYIHBIM €EMY KaHajaM aTak CpeJICTBa.

Buemnuii Hapymwmrens (nuuma kareropuu I, a Takke nuna kxareropuu 1l mpu
HaxoXJeHun 3a mnpenenamu K3) MoxkeT HCMoiap30BaTh CIEAYIOIIME CPEICTBa JOCTYIA K
3aIuIaeMon nHpopMaIm:

- JIOCTYIIHbIE B CBOOOJHOW TpoJake ammapaTHbleé CpeACTBA M IMPOTrPaMMHOE
obecrieyeHne, B TOM YHCIIE IPOTPaMMHBIE U arapaTHbie KOMITIOHEHTHI KPUTITOCPEICTB;
CHEIUANBHO pa3paboTaHHbIC TEXHUYECKHUE CPEICTBA U MTPOTPAMMHOE 00eCTIeueHUE;
CpelcTBa MepexBara U aHann3a NHGOPMAIMOHHBIX TTIOTOKOB B KaHAJIAX CBS3U;
crienMajIbHbIe TEXHUYECKUE CpecTBa nepexsata nHpopmanuu no TKVYU;
mraTtHbie cpeacTBa MICIT/IH (TobKO B CiTyyae uX pacrojokeHus 3a npeaenamu K3).

BHyTpeHHuii HapymuTenb sl JOCTyMa K 3alluiiaeMoil MHPOpMAIUH, COAepKaIIeH
I1/IH, MOeT ucnonb30BaTh TOJbKO mTaTHbie cpeactBa UCII/IH. IIpu 3TOM ero BO3MOKHOCTH
M0 HCIOJB30BAHUIO INTAaTHBIX CPEICTB 3aBUCAT OT peanu3oBaHHbix B HWCIIIH
OPraHU3AIMOHHO-TEXHUYECKUX U PEKUMHBIX MED.

8.4. Omnmcanue KaHAIIOB aTak.

B0O3MOXHBIMM KaHalamMH aTak, KOTOpPbIE MOXET HCIOJIb30BaTh HAPYIIUTEIb JUIS
nocryna Kk 3anumaemoi uapopmarmu B UCII/IH, apnstores:

- KaHajbl HENOCPEICTBEHHOIO JocTyna K OOBEKTy (BHU3YyaJbHO-ONTHYECKUH,
aKyCTHYECKHH, pr3udeckuii);

- JIEKTPOHHBIE HOCUTENN WH()OPMAIUH, B TOM YHCIIE CheMHBIC, CAAHHBIE B PEMOHT U
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BBIIIIEIIINE U3 YIIOTPEOIEHUS;

- OyMaKHbIE HOCUTEIHN UHPOpMALUY;

- WITaTHbIE IporpaMMHoO-annapartuelie cpeactsa UCII/IH;

- KaOenpHBIE CHCTEMBI W KOMMYTAI[MOHHOE OOOpYJOBAaHHME, PpACIIOJIOKEHHBIE B
npejiesiax KOHTpoyiMpyeMod 30HbI W He 3ammiieHHsie ot HCJ x  undopmanmu
OpraHU3alMOHHO-TEXHUYECKUMH MEpaMu;

- He3alnuIieHHbIe KaHansl cBsa3u; TKYU.

8.5. Tun HapymmTess npu ucrnonb3oBanuu B UCITIH kpunrorpaguueckux CpeacTs
3alUThl UH(OpMaLuy.

[Ipu oOmene wuHbpopmarmerr mexay MCIIJlH w BHENIHUMH TIO OTHOIIEHHUIO K
OPENpUATUI0O UH(POPMAILMOHHBIMU CHUCTEMaMU HEOOXOAMMO MCIIOJIb30BaHUE CPEICTB
KpunTorpapuueckoit 3amutel nHPopmanuu (CK3N).

VYpoBens kpuntorpaduueckoi 3amuThl MEPCOHAIBHBIX TAaHHBIX, O00ECIeYnBAEMOM
CK3U, omnpenensieTcs IyTeM OTHECEHHs HAPYLIUTENs], ICUCTBUAM KOTOPOTO JOJDKHO
npotuBocTosATh CK3M, Kk KOHKpeTHOMY TuIy, M 0a3zupyercs Ha IMOAXOAAaX, ONMHCAHHBIX B
«MeroaMuecKUMH PEKOMEHAALMSIMH 10 OOECHEYEHHUI0 C€ TOMOIIbIO KPHUMNTOCPEACTB
0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX NpU UX 00paboTke B MH(MOPMAIMOHHBIX CHUCTEMAaX
NIEPCOHAIBHBIX ITaHHBIX C UCIIOJIB30BAHUEM CPEACTB ABTOMATU3ALIIY.

Tun napymurens u xkinacce CK3U nomken onpeaensiThCsi B COOTBETCTBUM € TaOIHIIeH

8.1.
Tabaunia 8.1 - CoorBercTBHEe THHOB Hapymureas 1 Kiacca CK3U
I" pynima BHYTpEHHETO HapyIIUTEIS Turn HapymuTest Kiace CK3U1
I'pynna 1 H2 KC2
I" pynima 2 H3 KC3
I" pynina 3 H3 KC3
I" pynna 4 H3 KC3
I" pynna 5 H3 KC3
I" pynna 6 H3 KC3
I pynna 7 H5 KB2
I" pynna 8 H4 KB1

Buemnuii Hapymurens otHocutrcs kK tuny HI1. Ilpu stom, ecnm oH obGnagaet
BO3MOXXHOCTSIMH 0  CO3[JaHUIO  CIOCOOOB M MOATOTOBKM  aTaK, AaHAJIOTMYHBIMU
COOTBETCTBYIOIIMM BO3MOXKHOCTSIM BHYTPEHHEro HapymuTens tuma Hi (3a uckimodeHunem
BO3MOXKHOCTEH, IPEIOCTABISIEMBIX IPEObIBAHMEM B MOMEHT aTaKu B KOHTPOJIUPYEMOH 30HE),
TO ATOT HAPYIIUTEIb TAaKXKe OyAeT 0003HAUATHCS KaK HAapymuTeab Tuna Hi.

9. AKTyaJjibHbIe YTPO3bl 0€30MACHOCTH MEPCOHATLHBIX JAHHBIX B
HH(GOPMAIMOHHBIX CUCTEMAX MEPCOHAJbHBIX TaHHBIX
JIns BeISIBIICHUS U3 BCeTo niepedHst yrpo3 6e3omacHoctr [1/{x akryansubix qis UCTTIxH
OLICHUBAIOTCS JBA ITOKA3ATEIA:
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- ypoBeHb ucxoanou 3amuiiennocta UCI x;

- 4acTOTa (BEPOSITHOCTH) peaInu3alii paccMaTpUBAEMOM YTPO3bI.

9.1. YpoBeHb UCXOIHOM 3aIUIIEHHOCTH HHGOPMAIMOHHON CHUCTEMBI MEPCOHATBHBIX
JTAaHHBIX.

[Tog ypoBHem wucxomnoit 3ammmienHoctu WCII[AH mnoHumaeTrcss 0000IIEHHBIN
MOKa3aTellb, 3aBUCAIIMI OT TEXHUYECKUX W SKCIUTyaTalMOHHBIX Xapaktepuctuk WMCITIH.
Ilepeuenb TaHHBIX XapaKTEPUCTUK U NoKazaTenu 3amuineHHoctu UCII/IH, 3aBucsinme ot HUX,
nokaszanel B Tabnuiie 9.1. Ilokazatenu, oTHocsmecs k OpraHu3aiiiyd BBIJCICHBI KUPHBIM
KYPCHUBBIM.

Jns ompenenenus ucxomHou 3amuiieHHOCTH MCIIJIH MOMKHO OBITH pacCUMTAHO
MIPOIIEHTHOE COOTHOIIEHUE Ka)KJIOI0 YPOBHS 3allUIIEHHOCTH KO BCEM XapaKTEPUCTHUKAM,
nmerorumM mecto mrst UCITIa.
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Tabmuna 9.1 - [Nokazarenu ucxoanoi 3ammineaaoctu UCIH

Texnuveckne v IKCIIyaTAIMOHHbIE XapPAKTEPUCTHKH
HUCII/In

YpoBeHnnb

JAIUIICHHOCTH

Boicokuii

=

Cpeanu
Huskni

I1o TCPPUTOPHAITIBHOMY PasMCIICHHUIO

pacnpenenennas MCII/H, koTopast oXxBaThIBaeT HECKOIBKO
o0macTeil, KpaeB, OKPYroB WK TOCYAAPCTBO B IEJIOM

ropojackas MCII/[H, oxBaThiBaromas He 60Jiee 0 JHOTO
HACEJICHHOTO MyHKTa (ropo/ia, moceska)

kopnopatusHas pacupeaenensas MCII/InH, oxBaTeiBaromas
MHOTHE M0JIpa3/IeJICHNs OJHON OpraHu3aluu

nokanbHas (kammycHasi) UCIT/IH, pasBepHyTas B mpeaenax
HECKOJIBKUX OJIM3KO PACIIOIO0KEHHBIX 3JaHUMN

nokanbHast UCIIJlH, pa3BepHyTast B mpejiesiax 0JIHOTO 37aHus

1o HAJTUYHIO COeANHEHHS C CeTAMHM 001ero noJaL30BaHus

W CII/IH, mMeroiass MHOTOTOYEYHBIN BBIXOJ] B CETh 0OIIETO
[10JIb30BAHUS

NCII/IH, nMerorias OqHOTOYECYHBIN BEIXOI B CETh OOIIEro
[10JIL30BAaHUSI

WCIIIH, pusndecku oTAeICeHHAs OT CETH OOIIEro Mmojb30BaHuUs

I1o BcTpOEeHHBIM (JIerajbHbIM) ONEPANUSAM C 3aNUCAMU 0a3
11/1n

YTCHHEC, IIOUCK

3amnKch, yAajleHue, COpTUPOBKaA

MoauduKaIus, nepeaadya
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I1o pa3rpaHu4eHHIO J0CTYNA K NEPCOHAIBHBIM IAHHBIM

W CII/IH, K KOTOpOil UMEET JOCTYI ONpPEAEIICHHBII epeYeHb
COTPYIHUKOB OpraHu3aiui, sistomeiics Biajaensiem UCIT/IH,
6o cyonekt [1/]n

W CII/IH, K KOTOpOil UMEIOT AOCTYI BCE COTPYAHUKU
opra"uzaiuu, spistonieiicsa Biagensiem UCIx

NCIIJIH ¢ OTKPBITBIM JOCTYIIOM

I1o Hamu4uI0 coenuHenni ¢ Apyrumu 6aszamu II{H MHBIX
NCI/In

WuTterpuposannast UCII/H (opranuzanus UCMONb3yeT HECKOIBKO
0a3 [1/1n UCI1[IH, mpu 5TOM opraHu3aIus HE SBIISETCS
BJIa/ICJIbLIEM BCEX MCNOJb3yeMbIX 0a3 I1/1H)

W CIIH, B KoTOpO# Mcnonb3yercsa ogHa 6a3a [1/1H,
[MPUHAJICKAIAS OpraHu3aiuu - Biaajaensiy nanHoit UCIn

I1o ypoBHI0 00001meHNs1 (00e3aununBanusi) I1/In

VCII/IH, B KOTOpOU MPENOCTABISEMBIE TIOJIB30BATEIIO JAHHBIE
SIBJISIIOTCS 00€3TMYEHHBIMU (Ha YPOBHE OpraHu3alliu, OTpaciu,
00J1aCTH, PETHOHA U T.1.)

W CIIH, B KOTOpO# JaHHBIE 00€3IMUUBAIOTCS TOJIBKO MIPU
repeaayde B IPyrue OpraHu3aii U He 00e3IUYeHbl IpU
PEAOCTABJICHUH MOJb30BATEII0 B OPraHU3aLUH

NCII/IH, B KOTOpO# IpeoCTaBIsIeMbIE TTOJIb30BATENIO TaHHBIE HE
SIBJISIFOTCST 00€3ITMYEHHBIMU (T.€. MPUCYTCTBYET HH(pOpMAaIus,
M03BOJISIIONIAS UJIeHTUuLMpoBaTh cyobekTa [1]1H)

[1o 00bemy I1/IH, KOTOpBIE NPEAOCTABIATCH CTOPOHHUM
noJib3oBarteassM UCII/In 6e3 npensapurenbHoii 00padoTku
W CII 11, npenocTaistonias BCro 6a3y nanasix ¢ [11x
NCII/n, npenocraisiromas yacts 11/1x

W CTI/IH, He mpeocTaBsAOIINe HUKAKOW HH(OpMAIIH

KoauuecTBo pemennii |1 2 4

O01ee KOJINYECTBO pemennid |/
[Ipunumaercs, uro UCIIJIH uMeeT BBICOKHI YPOBEHb MCXOAHOM 3AIMIIECHHOCTH, €CIIA HE
MeHee 70% xapaxrepuctuk MCIIJI[H COOTBETCTBYIOT YPOBHIO «BBICOKHI», @ OCTaJbHbIE
YPOBHIO «CPEIHUNY.

B ciyuae, ecniu He menee 70% xapakrepuctuk MCII/IH OTHOCHTCS K YPOBHIO «HE
HUKE CPETHETO», & OCTAJIbHBIE K YPOBHIO «HU3KUI», TO HcxoaHas 3amumeHHocts UCITIx
OyZeT cpeHEero YpOBHSI.

Bo Bcex octanpabix ciaydasx UCIIx Oynetr uMeTh HU3KHI YPOBEHb 3alTUIIICHHOCTH.
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Hcxonst u3 kputepues OLEeHKH, aenaeM BoiBoj, yTo UCII/In Opranuzamnuu umeer
HU3KUI YPOBEHD 3aLIUILICHHOCTH.

9.2. Onpenenenne akTyalbHBIX YyIpo3 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX. J{7s
OIICHKH YPOBHS MCXOJIHOU 3aIMIIIEHHOCTH BBOAUTCS KOA(PUIIMEHT UCXOTHON
3alIUIIEHHOCTH Y1, KOTOPBI MOKET MPUHUMATh 3HAUCHHUS:

0 - A1 BBICOKOM CTENEeHU UCXOIHON 3alUIIEHHOCTH;

S - s cpenHel cTeneHu UCXOIHOM 3alUIIeHHOCTH;

10 - 11 HU3KOM CTETIEHU UCXOTHOM 3aIIUIIEHHOCTH.

CrnenyrolmuM MmapaMeTpoM, HEOOXOAMMBIM IJisi ONpENEeIeHHs] aKTyalbHOCTH YIpO3
6e3omacuoctu 111, sBisieTcst yacToTa (MM BEPOSITHOCTH) peaju3allii Yyrpo3bl, Mo KOTOPOM
MIOHUMAETCAd  ONPENEJCHHbIM OSKCHEPTHBIM IYTEM [OKa3aTelb, XapaKTepU3yHOIIUi
BEPOSITHOCTH peanu3aluu KOHKpeTHOU yrpo3sl 6e3onacHoctu [1/1n mis MUCII/JH B peanbHbIX
yCIOBUSIX €€ (YHKIMOHUpPOBaHUS. BBOIUTCS dYeThpe 3HAYEHMs] OTOTO IOKa3aTes,
0003Ha"aeMoro kKak Y2:

MaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIE MPEANOCBUIKK JUISI OCYIIECTBICHUS
yIpo3bl (HampuMep, yrpo3a XHUIIEHUs HOCHUTENeW WH(OpMalnuu JTUIAMU, HE WMEIOIIUMU
JIETAJIbHOTO JIOCTYyTa B MTOMEIICHUE, T]Ie TOCICAHIE XPAHATCS);

HU3Kas BEPOSTHOCTh - OOBEKTUBHBIE TMPEANOCHUIKH [UIS pealu3aldd  yrpo3bl
CYILLIECTBYIOT, HO INPHUHATBIE MEPHI CYLMIECTBEHHO 3aTPYAHSIOT €€ peanu3auuio (Harmpumep,
MCIOJIb30BaHbI COOTBETCTBYIOIINE CPEICTBA 3AlTUTHI HH(DOPMAIIHH);

CpEIHsIS BEPOSITHOCTD - OOBEKTUBHBIE MPEOCHUIKH IS Peai3aiii YIpo3bl
CYILECTBYIOT, HO IPUHSATHIC Mepbl oOecrieueHus: 6e3omacHoctu [1J[H HeoCcTaTOUHBI;

BBICOKAs BEPOSTHOCTH - 0ObEKTHUBHBIC MPEATIOCHUIKH JIJIsl pealn3aliui yrpo3bl
CYIIIECTBYIOT U MEpHI 1o obecnieueHuto 6e3onacHoctu [1J{H He MPUHATHL.

JlaHHBIN OKa3aTeab NPUHUMAET CIICAYIONIUE 3HAUYCHHUS:

0 - 511 MaJIoOBEPOSITHOM yIpoO3bl;

2 - JU1sl HU3KOM BEPOATHOCTU YTPO3bI;

S - ISt cpesiHel BEPOATHOCTU YIPO3bI;

10 - st BBICOKOM BEPOSITHOCTH YTPO3BI.

Wcnonb3ys 3HaueHUs: NPUBENCHHBIX BbIlIe Tokaszareneil Y1 u Y2, Beuucisercs
K03 (UIIMEHT pean3yeMOCTH yIpo3bl Y, onpeaenseMblii cootHomeruem Y = (Y1+Y2)/20.

B 3aBucumocTu ot cBOETo 3HaU€HUS ATOT KO3PPUIMEHT npuHUMaeT 3HaueHus: 0 <Y <

0,3 - pea3yeMOCTh yrpo3bl MPU3HAETCS HUZKO;

0,3<Y <0,6 - peanu3zyeMoCTb YIpO3bl IPU3HAETCS CPEAHEH;

0,6 <Y <0,8 - peannzyeMocTb yrpo3bl IPU3HAETCS BBICOKOI;

Y > 0,8 - peanuzyeMocTh yrpo3bl MPU3HAETCS OUYEHBb BHICOKOM.

Hanee naercs ouenka onacHocTH Kaxaou yrpossl [IJIn nns UCIT/n. Jannas oneHka
HOCUT OKCIEPTHBIM XapakTep U TOJydaeTcss MyTeM OIpoca 3SKCHEPTOB B 00JacTU
6e3onacHocTu nHGopMaluu. JlaHHas olleHKa UMEeT TPHU 3HAYCHUS:

HU3Kas OMACHOCTH - €CJIM peain3alis yrpo3bl MOXKET MPUBECTH K HE3HAYUTEIHHBIM
HETaTUBHBIM MOCIEACTBUAM 751 CyObekToB [1/]H;

CpelHsisi  OMACHOCTb -  €CIM peaju3alus  yrpo3bl MOXKET MPUBECTH K
HETaTUBHBIM MOCIIEICTBUSM Ui cyObekToB [1/[H;

BBICOKasi  OMACHOCTb -  €CIU pealu3alus  Yrpo3bl MOXKET IPUBECTH K

3HAYUTEIHHBIM HETATHBHBIM MTOCIIECICTBUSM Tt cyObekToB [1/]H.
[Tocne mpocueTa Bcex NOKAa3aTeNed MPOU3BOAUTCS OLECHKA AKTYyaJIbHOCTH KayKJIOW
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yrpo3sl 6e3onacHoctu [1/[H ipu ux o6padorke B UCIIJIH ucxoast U3 MaTpuIlsl, MpUBEICHHAS
B Ta0yune 9.2:
Tabmuma 9.2 - Marpuiia pacyera akTyaJILHOCTH yrpo3 0e3omacuoctu I11x

Peannsyemoctnb IToka3aresib OIACHOCTH YIPO3bI
YI'pPO3bl Huskas Cpennsis Boicokasi
Huzkas HEaKTyaJbHas HEAKTyaJIbHasl AKTyaJIbHas
Cpennsis HEaKTyaJbHas aKTyaJIbHas AKTyaJIbHas
Bricokas aKTyaJIbHas aKTyaJIbHas AKTyaJIbHas
OueHb BBICOKAs aKTyaJIbHas aKTyaJIbHas AKTyaJIbHas

Ha ocHOBaHMM TIOJIO)KCHHUI MOJIEIM yrpo3, MOJCTH HAPYIIUTEINs, JaHHBIX 00 HCXOTHOU
samumenHoctd UCIIx (Y1), koaddunmente peanmsyemoctu yrpo3si (Y), BEpOSITHOCTH €€
peammzanuu  (Y2), a Takke ODKCHEPTHOW OIEHKA OMACHOCTH YIrPO3bl, OIMpPEIeIIeTCs

aKTyaJIbHOCTh KaxJ10¥ yrpo3sl 0e3onacHoctu [1/H, o6pabaTeiBaembix B UCIIIn. (Tabauma
9.3)
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Tabmuma 9.3 - AkTyanbHOCTh yrpo3 6e3onacHocTtu [11H

Bepost Koadpdpu
P b Onenka |OueHka
HOCTb LUEHT
Ne OMMACHOC [aKTyalb
VYrpo3a 6e3onacuoctu 1/ peanusa | peanusye
n/m TH HOCTH
1017011 MOCTH
TPO3bl  [yTPO3BI
YTPO3BI yIpO3Bl TP TP
1 |Pasrmamenwe, nepenaua nnm yTpara S 0,75  [cpemmsis  |aKTyanb
aTpuOyTOB pa3rpaHUYEHUs JOCTYMA K Has
NCII1n
2 |HapymeHnue npaBuI XpaHEeHUs S 0,75  |nu3kas aKTyaib
aTpuOyTOB pa3rpaHUYEHUs JOCTYMA K Has
NCII1n
3 10 1,0 BBICOKAs
Hecoobmenne o pakrax yrparsl, , AKTYalTh
KOMITPOMETAIINK aTpUOyTOB
Hast
asrpannyenus nocryna k MCII1n
4 |BuenpeHue areHTOB B UKCIIO TIEPCOHANA 0 0,5  [BbiCOKast  |aKTyallb
CHUCTEMBI Has
5 HecaHKIIMOHUPOBAHHBIN 3aITyCK 2 0,6 BBICOKAsA  @KTYyallb
TEXHOJIOTUYECKUX MPOTPaMM, Hast

CIIOCOOHBIX TIPU HEKOMITETCHTHOM
MCTIOJIb30BAaHHH BBI3BIBATH MTOTEPIO
paboTOCTIOCOOHOCTH CUCTEMBI HITH
OCYIIECTBIISFOIINX HEOOpaTUMbIe
M3MCHCHHSI B CHCTEME
(bopmaTupoBanue wiIn
PECTPYKTYpU3ALIMIO HOCUTENEH
wH(bOpMAIINH, YIAJICHUE TAHHBIX U
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T.11.)
BBoJ1 0O1IMOOYHBIX JaHHBIX HU3Kas aKTyalb

6 10 1,0

Has

7 5 0,75 [BeIcOKas  [aKTyallb
JleiicTBUS COTPYIHUKOB, IPUBOISIINE K Has
JACTUYHOMY WJIH TTOJTHOMY OTKa3y
CHCTEMBI WM HAPYIICHHUIO
paboTOCIIOCOOHOCTH anmapaTHBIX WIH
POTPAaMMHBIX CPEJICTB

8  |[UraopupoBanue 10 1 CpenmHsii  |aKTyallb
OpTaHM3alMOHHBIX OTPAHUYCHUN Hast
(YCTaHOBIJIEHHBIX NTPaBUJI) PU padoOTeE €
[1]]

9 0 0,5 BBHICOKasT  |[aKTyalb
dusnueckoe pa3pyieHne Wi BEIBOJ U3 Hast
CTpOSI BCEX MJTM OTACIBHBIX HanOoJee
BaXKHBIX KoMIToHeHTOB NCII/IH

10 0 0,5 HU3Kas HEaKTy
3aKynKy HECOBEPIIEHHBIX, YCTAPEBIINX aJIbHAs
VTH HETICPCIICKTUBHBIX CPE/ICTB
H(pOpMaTU3aIMN U UH()OPMAIIMOHHBIX
TCXHOJIOTHIA;

11 XuileHue Hocutenel nupopmanuu, 5 0.6 BLICOKAS aKTyallb
coaepxkammx 1] Has
To ke, BHEIIHWI HAPYLIUTENb BBICOKAsl  [aKTyaJlb

12 2 0,6

Has

13 |HezaxoHHOE MoTydeHHeE TaposIei u S 0,75  |cpenmsis  |aKTyanb
NPYTUX PEKBU3UTOB pa3TPaHUICHUS Hast
noctyna Kk UCII/Ix

14 |To ke, BHEIIHUIA HAPYIIUTENb 5 0.6 CpPEelHsIsl  |aKTyallb

’ Has

15 5 0,75 BBHICOKAsl  |[aKTyalb
HecankimonupoBaHHas MOAH(QUKAIIHS Hast
MPOrpaMMHOT0 00ECTICUCHUS
To ke, BHEIIHUI HAPYIIUTEIH BBICOKAsi  |[AKTyallb

16 2 0,6

Has

17 |Hepexsar I1]], mepegaBaeMbIX 1O 0 0,5  |BbIcOKas  |aKTyaib
KaHaJlaM CBA3U Has

18 To ke, BHEIIHUI HAPYLIUTENb 0 0,5 BBICOKAsl  |[aKTyalb

Hasi

19 5 0,75 |cpemusis  |aKTyalb
HecaHKIIMOHUPOBAaHHOE KOTIMPOBAHHE Hasi
Hocutener nHpopmanmu ¢ 11]]

20 |To ke, BHEIIHUN HAPYIIUTENb 2 0,6 CpelHsis  |aKTyallb
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Hasi
21 0 0,5 HU3Kas HEaKTy
Utenue octatouHoi nH(GOpPMAIUU U3 AUIbHAS
OTIEPATUBHOM MaMSITH U C BHEIITHUX
3aIlOMMHAIOINX YCTPONCTB
29 To e, BHEIIHUN HAPYLIUTEIb 0 0,5 HU3Kas HEaKTy
aJIbHAS
23 |HenpennamepeHHOE 3apakeHHe 5 0,75  |Hu3Kas aKTyalb
KOMITBIOTEpA BUPYCAMH Has
24 [IpenHamepeHHOE 3apaKeHHE 10 1,0 |zmsKas aKTyalb
KOMITBIOTEpA BUPYCAMH Has
25 |BMemaTensCTBO B IPOLECE 5 0,75 [BeICOKast  |aKTyalb
¢byukumonunposanus UCIIH , ceteit Has
0OLIEero MOJB30BaHUS C LENbIO
HECAaHKIIMOHUPOBAHHON MOAU(DUKAIIUU
TAaHHBIX
To ke, BHEIIHUI HAPYIIUTEIb BBICOKAsl  |[aKTyaJlb
26 2 0,6
Hasi
27 10 1,0 CpelHsis  |aKTyallb
HecankimoHupOBaHHOE BHEPECHUE U Has
MCITOJIb30BAHME HEYUYTCHHBIX MTPOTPAMM,
HE SBIISIONUXCS] HEOOXOAMMBIMHA JITSI
BBITIOJTHEHUST COTPYTHUKAMH CBOUX
Ci1ykeOHBIX 00s13aHHOCTEH
08 To ke, BHEIIHUI HAPYIIUTEIb 5 0,75 cpenHss aKTyaJlb
Hasi
29 |HeyMblIIeHHOE TOBPEKCHUS ) 06 |muscas HEaKTy
BHEITHUX KaOEIbHBIX CUCTEM CBSI3H AJIbHAS
30 |Bo3HHKHOBEHHME MOKAPOB B 2 0,6  [BeicoKas  jakTyanb
HETOCPEACTBEHHON OJIM30CTH K Has
MMOMEIIICHUSM, B KOTOPBIX
obOpabateiBatorcs 1] u apxusam I1]]
pEe3ynbTaTe HEUCIIPABHOMN
DIICKTPOIPOBOIKH, HEUCTIPABHBIX
TEXHUYECKHUX CPEJICTB, HAPYIIICHUS
COTPYIHUKAMHU TPABUIT
[TPOTHUBOMOKAPHOM 0E30MACHOCTH.
31 |Paspymenue 31anuii, OTAENBHBIX 0 0,5  |BbIcOKas  |aKTyaib
MOMEIIICHUN Has
32 |BosueiicTBre aTMOC(hepHOTO S 0,75  |am3Kas aKTyaib
DIIEKTPUUYECTBA Has
33 |BO3HMKHOBEHME CTUXHHHBIX 04aroB ) 06 |asKad HEAKTY
I1O0KapoOB aJIbHAI
34 |ABapuu B cuctemax 5 0,75  |Hmu3Kas aKTyasb
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DIICKTPONUTAHUS Hast

35 |Hapymenue TeMIepaTypHOTO PeXHUMA B 0,75 |cpennss  |aKTyanb
MOMEIICHHSIX C KPUTHYCCKIM Hast
000pyI0BaHUEM PE3YIIbTATE
HEHCIIPABHOCTH CHCTEM
KOHIMIIMOHUPOBAHHSI

36 0,75 [cpemHsst  [aKTyaib

Hast

ABapuu B CUCTEMaX OTOILICHUS U
BOJOCHA0KCHHS B HETIOCPEACTBCHHON
OJIU30CTH K TOMEIICHHSIM, B KOTOPBIX
obpabateiBarorcs 11 u apxuBam [1]]




